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Abstract 

The article is devoted to exploring the methodical approach to the assessment of the economic security man-

agement system of the enterprise. Methods of assessing the economic security of the enterprise, which measure 

the level of threats to the economic activity of the enterprise, its level, degree and efficiency, are studied and 

presented. 

Анотація 

Стаття присвячена дослідженню методичного підходу до оцінки системи управління економічною 

безпекою підприємства. Вивчено та представлено методи оцінки економічної безпеки підприємства, що 

вимірюють рівень загроз економічній діяльності підприємства, його рівень, ступінь та ефективність. 
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Economic security as a fundamental category of 

security is an important category for the functioning 

and development of Ukraine as a sovereign state. The 

urgency of the outlined problem is caused by a number 

of socio-economic preconditions, methodological and 

system-structural factors. 

The problem of exploring the essence and ensur-

ing the economic security of the enterprise is quite 

widely represented in the scientific works of such 

Ukrainian and foreign scientists as: M. Bayeux, I. 

Blank, S. Bir, O. Vishnevskaya, S. Glazyev, E. 

Grandry, E. Gottelmann, R. Datskiv, Z. Zhivko, O. 

Zakharov, E. Kamyshnikova, O. Kirichenko, G. 

Kozachenko, A. Laptev, T. Logutova, O. Lyashenko, 

N. Mayer, V. Ortynsky, I. Stratan, V. Tambovtsev [1]. 

The vast majority of modern threats to the economic 

security of the enterprise is in the plane of economy and fi-

nance. Force (raider) seizures of property of the enterprise 

and authorized persons of the enterprise by armed people 

have remained in history today. They are being replaced by 

more intelligent, sophisticated, but dishonest, but mostly le-

gitimate ways of taking ownership of business entities, in 

particular, through the manipulation of debt instruments, 

bankruptcy, takeovers, redistribution of property, and so on. 

Such methods are usually developed and implemented by 

highly qualified economists and lawyers. At the same time, 

careless interaction with a counterparty, which is classified 

as dangerous by the tax authorities, can lead to disputes, 

lawsuits, blocking of VAT invoices, additional tax liabilities 

due to non-compliance with the price of the "outstretched 

arm" rule and more. 

The development of telecommunication technologies, 

simplifying and automating a significant number of busi-

ness processes in the enterprise, exacerbates the problem of 

its protection against information leakage, including 

through the sale and falsification of data and electronic sig-

natures, increases requirements for control systems for elec-

tronic processing and access to information. At the same 

time, scientific and technological progress puts forward 

new requirements for staff qualifications, their compliance 

with the company's requirements, including the ability to 

learn and rapid mastery of innovations. And given that the 

main purpose of the creation and operation of any enterprise 

is to make a profit, the relevance of adequate assessments of 

the situation at the enterprise, including the profitability of 

transactions, business projects, innovation and investment 

activities. 

Therefore, methods of assessing the economic secu-

rity of enterprises, first of all, should offer specific measures 

to adjust the organization of the enterprise, which in the 

short term can bring profits, increase the economic attrac-

tiveness of the company to shareholders and investors, and 

neutralize or minimize external and internal threats to the 

economic security of the enterprise. 

Today, in the practice of enterprise management, a 

large number of methods are used to assess the economic 

security of the enterprise, which measure the level of threats 

to the economic activity of the enterprise, its level, degree, 

efficiency, etc., and which often intersect. The theoretical 

literature describes the following approaches: analysis of 
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the financial condition of the enterprise; profit and invest-

ment; three-dimensional; resource-functional; indicator-in-

dex; indicated; program-target; by functional components 

of economic security; expert; matrix; narrowly functional; 

based on the theory of economic risks; economic and math-

ematical modulation; the probability of bankruptcy of the 

enterprise and others. The most developed are: resource-

functional, indicator (threshold), complex (program-target), 

as well as the approach based on the theory of economic 

risks. 

According to the resource-functional approach of 

EBP, its level is determined by the efficiency of resource 

use (labor, technological and financial). The level of EBP is 

determined on the basis of prevention of threats and dan-

gers, elimination of their negative impact by comparing the 

level of EBP with reference values, including its individual 

components [2]. 

The approach involves assessing the effectiveness of 

the use of all resources of the enterprise for each functional 

component of its economic security: financial, personnel, 

technical and technological, political and legal, environ-

mental, information, force. The resulting indicator (aggre-

gate criterion) is calculated based on weighing the values of 

partial functional criteria. Partial criteria are calculated as 

the ratio of the total averted damage for a particular func-

tional component to the amount of funding for measures to 

neutralize the damage. Separate calculation methods are of-

fered for each component of EBP. Of course, the impact of 

each of the factors on EBP is assessed by experts using con-

fidence factors on a scale from -1 to +1 Assessment of EBP 

is proposed to be carried out in stages, distinguishing three 

main stages: preparatory, analytical-calculation and effec-

tive. Improving the economic security of the enterprise is 

carried out at each economic stage. 

The indicator (threshold) approach involves the devel-

opment of special indicators that have threshold values, fol-

lowed by a comparison with them of actual indicators. The 

deviation of the actual data from the established limit indi-

cates the need to take measures to eliminate shortcomings 

in the organization of the enterprise. In other language, 

within the framework of the indicator approach, the assess-

ment of individual elements of the economic security sys-

tem is carried out with subsequent weighing of the obtained 

results in the resulting integrated indicator, the dynamics of 

fluctuations of which are monitored in the process of enter-

prise activity. The disadvantages of this approach include 

ignoring such important from the point of view of the or-

ganization of economic security of the enterprise points as 

the probability of raider seizures [3]. 

 There are several blocks of such indicators, for exam-

ple: quality of potential; production; the state of the market 

and the position of the business entity on it; financial condi-

tion of the enterprise; social and environmental indicators. 

The indicator-index approach, which is a kind of indicator 

approach, involves the use of general and special indicators, 

the threshold values of which are determined at the sectoral 

level. It is proposed to use indicators of technological, re-

source, financial and social security. 

The program-target approach is based on the defini-

tion of targets at the physical level with their monetary eval-

uation, which acquire the status of a program or plan to 

achieve certain goals of the enterprise after their approval 

by authorized persons (management, shareholders), such as 

market share. Particular attention is paid to the list of indi-

cators, methods of their evaluation and interpretation. The 

approach, first introduced by multinational corporations, is 

becoming more widespread in public finance management. 

The approach involves the integration of indicators that de-

termine the level of EBP, including based on methods of 

expert assessments. The level of EBP can be determined by 

sectors, for example: production, sales, finance, productiv-

ity [4]. 

The approach, based on the theory of economic risks, 

is to identify the probability of occurrence of adverse events 

that may adversely affect the financial condition of the en-

terprise, as well as to assess the probability of their occur-

rence. The economic security of the enterprise is directly re-

lated to the economic risks that arise at different stages of 

development of the enterprise. Risk is a derivative category 

of threat and danger, because in the general sense it is con-

sidered as the probability of occurrence of an adverse event. 

At the same time, the risk causes not only an adverse event. 

The most primitive illustration is winning at the Casino or 

at the racetrack. The player risks his money, because in case 

of an undesirable result, he loses his bet. And in the event of 

an expected event, the player can significantly increase their 

wealth. 

The classification of economic risks, as well as the se-

lection of appropriate tools for their weighing, evaluation 

and management, is a rather difficult task and is beyond the 

scope of this study. After all, in the same economic situa-

tion, the company may be exposed to several different dan-

gers and threats, which, in some cases, can bring profits. For 

example, the supply of products is associated with the ac-

crual and payment of VAT, and violation of the terms and 

conditions of supply leads to an unpredictable diversion of 

working capital to repay tax liabilities that arise from VAT 

under the rule of the first event [5]. 

Description of the risk management process according 

to standardized methodologies are tools that help compa-

nies to effectively integrate risk management into their busi-

ness practices. Standardization is applied in various areas: 

finance and banking (eg Basel Accord III, BIS, 2010), ac-

counting and financial reporting (eg Sarbanes-Oxley Act, 

USA, 2002), internal audit practice (eg COSO, 2004). ) and 

information technology standards (eg ISO / IEC 27001: 

2005). 

The standards describe different types of risks or dif-

ferent stages of the risk management process. For example, 

ISO / IEC 27001: 2005 provides guidance on how to man-

age information security risks, ISO 14001: 2004 covers en-

vironmental risks, and ISO 9001: 2008 covers operational 

risks. 

Effective risk management is evidence of qualified en-

terprise management. In the global dimension, the reflection 

of effective risk management is the creation of vaccination, 

development and differentiation of the insurance system, 

fire and meteorological services, construction of dams and 

storage facilities, etc. The main purpose of risk management 

is to prevent unnecessary unforeseen and reversible losses 

of assets. 

Risk also means danger, consequence, potential ad-

verse factors or threats and opportunities. ISO 31000: 2009 

considers risk as the effect of uncertainty on the achieve-

ment of objectives. Uncertainty about the achievement of 
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goals can be the result of both negative and positive devia-

tions from expectations, or a combination of consequences 

of the event. The external environment in which the organ-

ization seeks to achieve its goals encompasses the cultural, 

social, political, legal, regulatory, financial, technological, 

economic, natural, and competitive environments, whether 

international, national, regional, or local. 

Risks are classified by industry or type of economic 

activity and are divided into levels: macro-, meso- and mi-

cro-level. Assessing such risks is important for investment, 

so many stock exchanges calculate special industry indices. 

Criteria for identifying economic risks are determined by 

their determinants [6]. 

By the nature of the risks are divided into political, 

economic and others. Political ones arise as a result of the 

participation or intervention of the state in economic activ-

ity, in particular, through its regulation and taxation. Eco-

nomic risks arise in the course of economic activity, and are 

manifested as a result of adverse events, such as violations 

of supply conditions, guarantees, settlements, robbery, theft 

and more. Others include natural disasters, military con-

flicts, ie those that are usually declared force majeure in 

business agreements. 

Of course, all types of risks to varying degrees affect 

the economic security of the enterprise. However, the com-

pany cannot neutralize political and other risks, it must 

adapt to the circumstances created by the external environ-

ment. But in terms of economic, here the company has 

every opportunity to prevent or neutralize the consequences 

of an undesirable and unexpected event. Economic risks al-

most always have a monetary dimension. 

Economic risks are also allocated by source, as the di-

rect source of risk is danger or threat. Regarding economic 

risk, it is considered that the object of risk is in a changing 

state of uncertainty, the characteristic feature of which is the 

probability of its transition to such an undesirable state for 

the enterprise. 

Risks are also classified according to the scale of con-

sequences, and are high, medium and low. According to the 

form of consequences, economic risks are divided into ma-

terial, financial, reputational and moral. Simultaneously 

with the threat, the property may also carry a risk [7]. 

Many special methods and technologies are used in 

practice to assess and identify various risks. This is a 

method of "spontaneous" identification / identification of 

possible risks and study of business processes in order to 

identify "internal" and "external" risk factors and their im-

pact on the organization. Popular are surveys and question-

naires based on specially designed questionnaires, as well 

as industry analysis and technical audits and inspections. To 

assess the risks use marketing research, interdependence 

modeling, statistical analysis and threat analysis, SWOT, 

BPEST, PESTLE FMEA analysis, event and error tree [8]. 

Risks are identified by brainstorming based on their 

classification. Sometimes a series of interviews is con-

ducted, based on pre-designed questions. A useful risk iden-

tification tool is the Delphi method, which allows to reach a 

consensus and conduct a preliminary safety analysis (PAS), 

to form a list of threats and risks taking into account the 

characteristics of materials, equipment used or manufac-

tured in this process or industry, operating conditions and 

relationships. communication between the components of 

the enterprise management system. 

ISO / IEC 31010: 2009 proposes the use of HAZOP 

(hazard and performance study), ie a structured and system-

atic study of the response of a system, process, procedure or 

product to changes in key parameters. HAZOP analyzes 

each part of the project in order to identify deviations that 

may occur as a result of achieving the desired performance, 

their potential causes and possible consequences. A simpli-

fied alternative to the HAZOP study is a structured analysis 

of possible options ("what-if"). 

A more generalized tool "scenario analysis" is used, 

which includes analysis and assessment of possible options, 

including on the basis of developing descriptive models of 

future expectations. "Possible scenarios for the future are 

created by imagination or extrapolation from it, and various 

risks are analyzed with the assumption that these scenarios 

can be realized," explains ISO / IEC 31010: 2009 

One widely used method of systemic risk analysis is 

the Event Tree, which provides an introductory failure anal-

ysis to determine the causes and consequences of a possible 

future failure for overall systemic risk or reliability. Event 

tree analysis (ETA) uses similar logic and calculations as 

fault tree analysis (FTA), with a different approach. In the 

latter case, a deductive approach is used (from system fail-

ure to its causes), while in ETA - an inductive approach 

(from standard failure to its consequences). 

Another semi-quantitative method for assessing the 

risks associated with an adverse event or scenario is the 

Layer of Protection Analysis (LOPA), which determines 

the adequacy of control measures and risk mitigation. Other 

quantitative methods that can be used to assess risk are Mar-

kov analysis, Monte Carlo simulation, sensitivity analysis; 

scenario analysis, FN-curves, Bayesian statistics and 

Bayesian networks, human reliability analysis and risk indi-

ces. 

Well-known audit company Deloitte has developed a 

concept of risk management, which includes 9 principles of 

building a Risk Intelligent organization. The authors argue 

that the fundamental principles of the Risk Intelligent con-

cept are equally effective for any enterprise. The main crite-

rion of Risk Intelligent-organization is effective communi-

cation within the entire organizational structure both verti-

cally and horizontally. Under this concept, risk is seen as the 

loss, damage or reduction of the chances of success in 

achieving the company's goals. 

The concept of Risk Intelligent-organization provides 

for the use of a single definition of risk, which can equally 

be used to maintain or increase the value of the company. 

At the same time, the company uses a single model of risk 

management that takes into account all the internal needs of 

the organization. The most well-known risk management 

models: COSO ERM (The Committee of Sponsoring En-

terprises of the Treadway Commission); CoCo (Canadian 

Institute of Charted Accountants (CICA) “Guidance on 

Control”); FERMA (Federation of European Risk Manage-

ment Associations); CAS, (The Casualty Actuarial Soci-

ety); AS / NHS (Australia / New Zealand Standard). 

The concept of Risk Intelligent-organization is based 

on a clearly defined and formalized key role, area of respon-

sibility and authority for risk management. The Risk Intel-

ligent organization is built on the basis of creating a single 

environment that supports the activities of all departments 

and business functions in the field of risk management. Em-

ployees responsible for implementing the Risk Intelligent 
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Concept must have all the necessary risk management skills 

and responsibilities for developing, implementing and sup-

porting risk management. 

The Concept provides for joint and several liability of 

all structural units for the implementation of risk manage-

ment programs, and individual business processes (cross-

cutting functions: finance, information technology, person-

nel management) must provide the necessary support for 

the risk management system. At the same time, there is a 

constant control over the risk management system, includ-

ing in order to identify and eliminate its shortcomings. 

Some authors propose to assess the market, organiza-

tional, legal, political and interface threat by building special 

matrices and diagnostic algorithms. To do this, it is pro-

posed to identify five groups of indicators for each compo-

nent of economic security (labor, production, financial, tan-

gible and intangible resources, management, marketing). 

This approach is based on in-depth differentiation and iden-

tification of problematic issues that the company faces in the 

process of economic activity. However, the approach is 

quite complex for practical implementation, as it requires 

the distraction of qualified professionals and a significant 

amount of time [9]. 

Approaches based on the comparison of the actual per-

formance of the enterprise with the calculated (marginal) 

ones have also gained popularity. Ideally, each indicator de-

velops a kind of corridor, the boundaries of which set the 

minimum and maximum allowable values of a variable. 

Deviation of the indicator from the set parameters is a signal 

for the development and implementation of measures to ad-

just the economic activity of the enterprise. In some cases, 

such a corridor is divided into components (zones), which 

increase the sensitivity of the indicator. 

The state of economic security of the enterprise is also 

determined by identifying and assessing the level of security 

by functional components. This assessment is carried out in 

two stages. First, determine the availability of economic se-

curity of the enterprise by assessing its ability to reproduce 

capital. And based on the results of the assessment of the 

company's profitability, including the ability to reproduce 

capital in the current inflation rate, a conclusion is prepared 

as to whether the company is in economic security. The cri-

terion for assessing the level of economic security of the en-

terprise is the ratio of gross investment and investment, the 

amount of which is necessary to ensure economic security. 

The approach is criticized for the difficulty of allocating the 

actual amount of money needed to ensure normal reproduc-

tion [10]. 

This method evaluates the multidirectional compo-

nents of economic security of enterprises, such as financial, 

intellectual, personnel, technical and technological, infor-

mational, environmental and other components, the combi-

nation of which creates a system of economic security of 

enterprises. The process of assessing the level of economic 

security in this approach begins with the selection and defi-

nition of economic security indicators and their rationing. 

If the method involves the use of weights, they are 

ranked and calculated weight indices and adjustment fac-

tors, which are then reduced to an integrated index of eco-

nomic security. comparisons [11]. 

The criterion of economic security of the enterprise 

proposes to determine the volume and quality of profits, dis-

tinguishing individual components, namely, operating, in-

vestment, financial and extraordinary activities. 

In the future, including with the use of cluster analysis, 

the most significant components are identified, which be-

come an information base for assessing the level of eco-

nomic security and its monitoring. They also develop re-

gression models of the dependence of net profit on the indi-

cators of production and commercial activity of enterprises. 

At the same time, some authors propose to establish a ra-

tional level of profit in order to compare it with net profit 

[12]. 

A fairly popular method within this approach to deter-

mine the level of economic security of enterprises is the 

analysis of deviations of actual values of financial, material, 

labor, information and other resources from the calculated 

optimal values, using the model of fuzzy inference. 

The formation of a comprehensive assessment based 

on the definition of the aggregate criterion involves the al-

location of several groups of indicators, such as those that 

characterize the economic independence of the enterprise, 

economic efficiency and relationships with the environ-

ment. 

The methodology is based on a situational-subjective 

approach to ensuring the economic security of the enterprise 

in the process of interaction with the external environment 

[13]. 

The approach based on the analysis of the financial 

condition of the enterprise consists of five stages, and the 

assessment is based on an integrated indicator. The ratios of 

liquidity, autonomy, maneuverability, turnover, financial 

risk, profitability, depreciation and efficiency of fixed as-

sets, material consumption and energy intensity of produc-

tion are calculated. Each indicator is assigned a score de-

pending on the deviation of its actual value from the limit. 

Based on the weighing of scores, an integrated indicator is 

derived, which can then be tracked in real time. As a rule, 

there are several groups of economic security, for example: 

absolutely safe, safe, safe enough, dangerous enough, dan-

gerous. 

The return on investment approach is based on the 

comparison of net profit with the profit required for normal 

reproduction, ie, when the net profit exceeds the calculated 

limit, the company is in a state of economic security [65]. 

At the same time, compare the amount of investment made 

at the expense of reinvested earnings with the amount of in-

vestment required to ensure the economic security of the en-

terprise. It is proposed to use different methods to calculate 

the value of the minimum profit required for simple repro-

duction, as well as to calculate the absolute safety indicators 

(safety margin and reproduction factor). A special rating 

scale is used, usually with five zones: high; normal; unsta-

ble; critical; catastrophic. 

The three-dimensional approach involves the alloca-

tion of current, tactical and strategic economic security. To 

assess current security, financial and economic indicators 

are used, which characterize the level of financial independ-

ence, the liquidity of assets, the ability of the enterprise to 

meet current obligations. 

Tactical security is characterized by the ability of the 

enterprise to reproduce in the course of economic activity. 

Strategic security is determined by the level of economic 
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potential, the defining characteristic of which is the ability 

of the enterprise to continue successful development in the 

future. The level of economic security of the enterprise is 

calculated as the weighted average of current, tactical and 

strategic security [14]. 

The matrix approach involves the use of algorithms 

that are formed on the basis of logical messages and conclu-

sions. Depending on the company's plans to implement a 

particular strategy, the goals of its further development, ap-

proaches are chosen to assess the level of its economic se-

curity. The most common matrix methods of portfolio anal-

ysis: portfolio matrix Boston Consulting Group (BCG ma-

trix); General Electric-McKinsey matrix; Dibba-Simkin 

method; ADL / LC matrix; Shell / DPM model; Hofer / 

Schendel model; D. Abel's matrix; Thompson-Strickland 

model; Hussey matrix; Steiner matrix; MACS matrix. Also 

use BCG matrices, multicriteria matrices McKinsey, Shell, 

as well as matrices G. Day, D. Monieson, McNeim, Hex-

Majlaf. 

Matrices can contain an unlimited number of cells. 

The more cells a matrix contains, the more difficult it is to 

construct, but the more informative it is. In modern matrix 

analysis, matrices are divided into quantitative and seman-

tic. In practice, when using the matrix method, first choose 

the type of matrix and develop rules for its construction. 

Then the threats are identified and ranked by their signifi-

cance and determined with a set of tools available to the 

company [11]. 

Narrowly functional and accounting approaches are 

used in the analysis of financial and accounting statements. 

Economic and mathematical modeling is carried out on the 

basis of identifying certain interdependencies that mimic 

the situation of the enterprise in the future. However, such 

dependencies are built on the basis of statistical data col-

lected from accounting and management reporting. In retail, 

it can be daily revenue, average check, number of customers 

per day and more.  

Thus, based on the above, we can conclude that the 

practice of enterprise management uses a large number of 

methods to assess the economic security of the enterprise, 

which measure the level of threats to economic activity, its 

level, degree, efficiency, etc., and often intersect. 

That is why today it is especially important to develop 

effective methods of assessing the management system of 

economic security of enterprises, which can level, timely 

predict and reduce the devastating effects of external and 

internal threats to economic activity, leakage of confidential 

information, non-repayment of receivables or ordinary 

fraud. 
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